‘ National Authority for Electronic Certification \

Electronic Signature in Albania
by Eris Asllani- Head of Department

Roma - 2011




General Statistics

Population - 3,200,000 (est.)

Area - 28.748 sq/km

Density - 111 per sq/km

Average age - 30 years

Official Language - Albanian

Political System - Parliamentary
Republic
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Economic Statistics

GDP/PPP - Value billion (US $)
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ICT Indicators

> Fixed Line Penetration: > 11%
> Mobile Phone Penetration: »140%
> Internet Penetration: - 45%
> Broadband Penetration: > 3.5%
» Number of ISPs: - 96+
» Number of PCs in house holds: > 10%
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Number of subscribers for landline & mobile phones (2003 - 2010/1)
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ICT related public organizations

** Minister of Innovation and ICT - policy maker;
+* National Agency for Information Society - eGov implementation;

+* National Authority for Electronic Certification - electronic signature
supervision & accreditation;

+* Electronic and Postal Communication Authority - independent
regulatory body on electronic communication and postal services;

** National Council on Radio Television - independent regulatory body on
broadcasting;

** Agency for Research, Technology and Innovation.
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Organizational Information

Minister of Innovation and ICT

O Development and implementation of ICT strategy;

O Development of legal framework for ICT and Postal
Services;

O e-governance projects and promotion of the integration of
ICT in all fields,

O Development of new electronic services for businesses and
citizens;

O Digital Albania program.
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National Authority for Electronic Certification

NAEC is an independent public entity, responsible for supervision and registration
of Certification Service Providers. Today NAEC has a staff of 9 people, organized

in 3 Sectors.
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Legal framework

Albanian parliament approved the electronic signature law

Prime Minister approved the structure of National Authority

for Electronic Certification

Prime Minister approved “Ordinance on Electronic
Signature”

“Ordinance on costs and fees” completed the required
legislation

NAEC published seven Directives to specify legal and
technical criterias
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Legal structure

Directive 1999/93/EC
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Accreditation & Supervision

Voluntary Accreditation;

= Supervision only for CSP’s issuing qualified certificates and qualified time-stamps;
= Notify NAEC 30 days after beginning of operation;

= 15 days to submit required documentation;

= 15 days later NAEC confirms or denies accreditation;

= Required legal documentation, Certificate Policy, Certification Practice
Statement, Financial liability (1 million euro);

= NAEC retains the right to fine or suspend activity for any infringements;
= Documentation assuring criteria for Secure Signature-Creation Devices;
= Proof of qualification of technical personnel;

= Proof of physical secure premises where the certificates are created;

= Proof of fulfillment of required standards, (ISO 15408, ETSI TS 101 456, ETSI 102 023,
ETSI TS 101 862);

= Obligatory annual reports;

Audits every 3 months, or anytime judging as fit (usually event-driven;
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Accreditation & Supervision

® Each modification in the system must be reported to NAEC;

" Registration fee must be paid annually;

= System and Devices quality assurance must be tested every 2 years;
" Assessment Bodies are recognized by NAEC and they must:

- Have every qualification certificates from international standardization
institutes;

- Assures the confidentiality of information collecting during audits;
- Audits or partially the processes of a CSP;
- Notifies prior to the audits on its procedural fees and costs;

" |f there is no Assessment Body registered by NAEC, reports and audits are
conducted twice as often;

" NAEC maintains a public records of accredited CSPs.
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Present Situation

Certification Service Provider >one

Testing and Confirmation Bodies >none

Slow reaction of market

Some skepticism
Positive future
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Target groups

During this short time, our activities are focused on three target
groups:

— public administration
we are having our input
e-document

— providers
facilitate their investments in electronic certification
legal infrastructure

— clients
issuing directives to help common users

National Authority for Electronic Certification | www.akce.gov.al



Foreign Products

The foreign electronic signatures, and

foreign products are recognized and applied:

1. In accordance with the signed agreements by the Republic of
Albania and other countries;

2. After the local certification service provider will hand over all the
required documentation, and

3. The documentation of the foreign Certification Service Providers
must be confirmed by the Competent Authority in the country of
origin.
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Role of Government

= The role of Government is essential in promoting usage of
electronic signatures;

= | egal framework ready for e-signatures and e-document;

= Online public services requiring by law the usage of e-signatures;
= Tax declarations online portal;

= Public Procurement online portal;

= Ongoing projects for many other electronic public services;

= Government creating incentives for citizens and businesses to use e-
signatures;

= Only qualified e-signatures retain same legal value as manu propria
signature;

= Momentary bottleneck, no active CSP issuing qualified certificates.
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